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7 Classification methods

8 Clustering methods

9 Association rules

0 Fuzzy logic

11 Such as Ensemble base or Hybrid based
2. Human Immune System (HIS)

13 Known good

4 known bad
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1 Intrusion detection system (IDS)
g S B s 1y I S 5 8 S 5
3 Artificial immune based intrusion detection system(AIDS)

+ Unknown attacks
5 False negative errors
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misuse detection

non-Self

Feature Selection

Swarm intelligence

Meta-heuristic optimization algorithms
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' Self-training


https://mail.ic4i-journal.ir/article-1-23-fa.html

[ Downloaded from mail.ic4i-journal.ir on 2026-06-22 ]

......... 398 andlS sl Sag ) (L)) 5 om0

Ogman 6,503 SVlis L Lisy o 55 SVM S
o (st BAT o2, 801) BBA o, Sl 51 [V
Ly wes b S5 3 BAT a8l 55 e Olge
ois 55 ) Gletags a5l Lles S eslizel SVM
Pl s e (S (LRalS) ol

e Chi-square S5 ials 5, 5l [Y] i
L ol sl .l 03 S eslizal LS w SVM
Ol 2alS e Olyn 45 caiul 53 SVM 035 adIS
Golt ppaman 3 p Vb 55 1) (G s S35 ¢ ailS
sl ) slie 4 SVM ol o 505 o580 51 55 [ ]
5 03308 oalial b Jlo T sy i 5> (S
srough LGP MARS rough DPSO Ls oz, ;81 L L
el 63505 i)l 5 4nslis ,SVDF

s & BA-SVM 5 Sy, oS ol 5l S =
oy 05,8 ealy 3 03503 s Jise 5 oLl (3l esly
o S il b oy S a5l e o ae ol
0351 oo A= 53 oldl jldla & 5 yls 5 Rough set
Sib VAT 55 0,5 VL s, BA 631l 4 g3 Shos Ll
5 eon e (s A (Shy ol 2, S
S Gy s oy SN aS Wl s S 15 oL
S bl om0 55 ki 5 CAD (oS e
gl 55 5 blize Sl e

s ok S ek 5,5 ol (oS o5 Y
aasly 31 [YE] Wsdie el ) A A 4 Ol
oLl sl o) Sl plad oS sl i o 4 )
ESSPCIN NCPAPIE V5 J PRI S PP
03357 ¢ S s el e Sl Ll s 4 o e
358 Gl 55wt

O G5 (oo Ll GBS 50 5 Gons (o) 2
Syl Canb s

Sl e Sl odiwn 5 V] Wl 3 ¢ &g Olgs @
Sl bl Jue 5658 (gl S OlalS s =l
1,IDS > Slas Ll 5 g0 45 03 303 Sl olS ! s
Ol & s Les  das B O e I
o Sl el atls ) OV a4 maly s ol
5 ol Sl UK DUl S ge odins s ool
il osly b et 3o S ple wesgdl e S 51w
b w5 e Sa S s e 6598
3 S 03 wlean gla o 5 (s U 5 oo
Al sl s S gl V4] s e £
5ekd e p s Gl At Sk Sl el 4 S el
Fle J= Gl n anp G SleFl il Sl ol
Ll ol By 358 ekl js S okl

Loablee gl Qs 5 Sl 5l ) e
o OLES &S ot = e ls sl Y] dlie 53 e
SLE L5 o Ol b3l s (S e
ST Wlie a5l 1 558 anis (sbs e
bzl FOM o2, Sl 5 ime ras K3 oS 5
Sl S S 5 Shs SHIAT e 55 ol 038
aws ¢l C5 ﬁ)ﬂ\‘%gﬁf})guﬂélﬁCFA
305 4 Jlagl osls 0L Jlesl 5 S5 s
SIL0] Wlis 55 .ol ol eslizad 4 S SVM
Sis bl gl (s 1 5 s, ) 16 1, Sl
Sl bl 3l agr sl S w2 Sl 5 3505
oslatal L;La}j oS 53 SVM wg a4 (63555
o QLS Gaies opl O] Sl ol e Lol 0

Slyely o, t;l.aj:.»bl.; sl Al BAT a5 s

)

oele

WAV Sl ) )la spgs Jlo o ]S 5 (pile B camohy


https://mail.ic4i-journal.ir/article-1-23-fa.html

[ Downloaded from mail.ic4i-journal.ir on 2026-06-22 ]

WAV s o) 8 les oy Jlo o JyniS g oaailoyd gl — sole dolilad

A\l

A 5 5SS s s sl spde slie o b oa
Lol i a ae b oSt e ol oy Sl wlea]
4SOl 5 3 et Dl pl Al e s sla
oS s L e S el S
3505 bl 5 ave bl s e oS3
S oslle a5 o3 gad dilie JSCie ol L Ol 5
5l ;Jﬁﬁjdw f&:)ﬁ)‘rﬁjébg;ﬁ

.J),a.; 4:‘)‘

G5 5 Y
SC s 4SS S (6l Sl CAIS ol
S Sl o) g S Pls 5SS 5l o
s 40 0 5 L33 OF a0l o L
SRSk oo L 0T S5 am ¢ o gme el
2d s 53 (s (3 Shas 35 03 1) eile
s b kel 53 56 Sss s e g 2Ll 358

&zasg.ﬂmuz”.i—v
344 08sls 5 Weka3.6 |5l o5 3l a5
A eslizal (YVV Jley 55, op =) NSL-KDD
T B LT PN B o P P e

3l as,le aS syl s s 1

- Immunos99

- ARIS2parallel
- CLONALG

- CSCA

- ARIS

Ju,;[mL;;g,:)\ﬁ&u)t{g}tu&);\na\
G aS 2 Ol 5 e Gl ol 53 .l ol 51,0 Yevo

Swarm intelligence < Bio-inspired < Nature-
inspired
sl ano S et el b e b
Lle ULl b3l iea o a5 o Sall
slls BAT, Bee, GA, PSO, rough set, [7] CFA
Sl 5 by ans alies 53 o sl sl 058l Joily
Slas ol Sy sy o 4G sk iilee S
S F55 ol gen il 03 S aslizal (53 sladze ol
o3 5 Uy 8 K 3 g e sy s 3 Shee
e ol gl 1S olas S0 5050 53
Gladze Lol 2l [N ].4S o Bl 55 Lilo3 o g
S b L ol il sy g3 osas Sl
gl 53 (63555 p3lin digy SarasS pde 5 i
Sl 53 gy kS S S oS g K
sl Al e el DU s sl Sl
2 elie Sy bl o, S ST e ks
355 08 4 s gl g aas gl b S S
s8bee 53 Gla s S 3B Ol w38 cnl U
g Aal s sl Sl s
s sl i s Slilesl e e 5o L
ey Sl 3 sla o, SN 51 5wt ls s
Sl S 3 e Gl glade b S5 s
il o3 ga5 eslinal Ladze () > Show 03w 5l g 6 2 sl
S5k s Sy slo b oS5 ol 4t Lo
Ol S pramen b 03500 Gl anslis L5 pile
Sy a5 LBl e o3l boagrlpe o (K
S Kyh ool gy 3lie bl o3b L ala el
S G Sles S 1 55wl K L Ll i S
el ol ¢ alts slal o poes s | 5 S


https://mail.ic4i-journal.ir/article-1-23-fa.html

[ Downloaded from mail.ic4i-journal.ir on 2026-06-22 ]

......... 398 andlS sl Sag ) (L)) 5 om0

5 Sy b S Sl el gty e Sl o, S1H(Y) S
[YA] 5 S 5 O, en

randomly croated

OOIE1H 101 B =11181811010

nematch no during
Telerzation period

exceed activation

mature & nativa thrashald

match match
anything
during

don't excoed

poried during life ime

@ okl sl and; 0us Wb gl oY by

G 3 0 Wb (355 sl L Vsl oS s !
Jooi a0 4 o8 Wps WL B (s Ayl s, 55
@3l ST a8 5 IS5 55 Ay S e g

(r=4) 5255 1o 5 255 5N 52 Gudes (V) S8

M

sk o

Jsb & codins asil sap ad; e sl Lt

oo 53355 e Jsb 534S 5sedd iy i jes
Pl (350 Gl S SChie (53555 b 4 ped SO Bl L
S5 Sl asn nl 2 (o Bl 3L el
o s fak mle oS i 553 S e gl a5l
oasis = s S e “apoptosis” Ml 352
Sste T o 5o S0 Gl el g @l eins
oy nl st ST lal S5 B Jele b
P Gk S w50 e 8 (Sl sk 5

)‘ﬁ‘ ff U'«" BE) L;le 03l LSLAJ\:.A @L«J )‘ d&ﬂ‘ g

.Jé@)j‘é &LALSJL.))‘UJJJ oaleiul

Geos Olasl 5 (B Sl 0-Y

s Olge 4 (NSA)  iw ol v;;i)}iﬂ
5 g b etils by b Gl &S et
ol f}g@ S [YA] s S 6l Vave Jle s i Kes
a3k xS cpl ol st ) () S s
2 el el iS5 s W5 s 15 B sl sa)
e At (Gl Opean S s (Ol L)
Olmial 5 S35 1 503 228) 358 2l 0 el
Aas e 0L

i 5 1, (.;wi)\ L B C U g;,,?yt
&Cstwmsww,; s Jlgl jasis
Olge 4 dolai gla axd) 5 bt s g s
Rl Bk psebe LS e Mg LU gl ool
ol (0 45 3 Sen Do ik b sk (2t
G e o aS e S 1y PBlas s il
G aS A ST S e gl iy b Al e e
Jol= sy e Gadal s edd LS 2o Jolee
RS) ($357 ekas Laskid gla ald; Gl ol
s why) o b sl il L (AL la eas
Aol b g AL (s SOl 5 S 5S4 e
L Jlassome 4 A 0 Wl oS (0355 okias ol
Coge d Jlse gla ady) 55 pdy 5 LS e 4L

vy

oele

WAV Sl ) )la spgs Jlo o ]S 5 (pile B camohy


https://mail.ic4i-journal.ir/article-1-23-fa.html

[ Downloaded from mail.ic4i-journal.ir on 2026-06-22 ]

WAV s o) 8 les oy Jlo o JyniS g oaailoyd gl — sole dolilad

\RE

Sal 258 03 S 4 s 1Al S S50
e Sladie A3 dalgt I8 (01 0391 (D) ptees
oz o) s S GBI (e 5 2 gume el
S Sl J 28 gl el 81, s OLsl O
Dlikes 4 53 3530 ot (sla 405 53 Loyt 5 3l o
Gl jasis gla wlile > b s Gl 5l 5 es s
DYTDATIN ] ol sl aslinad ol S a4 Slidss s

ANREY

Solguy 09y T

Sabasl plosil Loyl 5 N Y

cile gla 0, S S 5 ol i ol s
Fsan aal Gladie b1 opdle (5,550 5 Sl 3
S amlie L3l OSSOl 5 Jrabesl dasl 3 s
38 HIs lpl s olnlesl el gl 63 gl
NSL- 3,8 0Bsls o 5 " Weka v3.6 5 ,luslead
o 55 VY ;ﬁ_@\;/abwl RHIPRE? ru,,;\* KDD
plad Ol b 4l il o 0Ly V4] L3 e 41 5|
el sl crlple 2 D 4 b ool bl 53 1) &
Slascin i eslizal 0sls pl Ao 03 5l Slisle ]
23 ot ek plnil OF 3 b b3l ) &S et

w\

J’l) Qt—ﬁa;u:,.d L' LS‘ LD )L@.?: a.)u‘)‘bﬂ
Intel ® Core™ i5-3230. With 2.6 GHz
aasl= Ol see — (oslizal LB YAV) (ol K3 ¢ alasl>

D gewd )‘ eJUJ.w‘L:b LS} )‘ﬂ‘ ff"\" ol o3l> u.pL.a.I:—\

© e ol 0VY &S Ol 55 i Sl 51 ab g

Ll e DARPA98 .. C‘)&a\ O sls oyl

4 Command prompt:

05 5l S SKie w500 L MD A Nekas jasis
Loagrlon 5o ol ot B a3l 0 35 MD AG
s ol 5 ot oluld WS oS Ly oS olea L AG

Aled S 15T e

T _JET “IE R R
g.wwuj)ﬁ,\;ﬁjg;@|ﬁ&;¢5ﬁﬁ&
Q\)QM@SMQcﬁ|WJ§::Q)L,&
\g\_;;@i;uﬂ/\géua.umﬁxmm,@j;
J?Qtijdu}fﬁjj’ﬁdl"w"ﬁ)-’J)ﬁT&U’lf
Ll o Al oy Fse o Golad 5o a8 A la and
b1 o anslis 5 atlil 38 Jolye ciiS Jlazs|
S 21 4K Ogeme |y e 53,0 YU o0L5 A
S sl GFLal popar o3 pin U e
S;;;w&ﬁ‘gpijj@|wgpu;
23,8 o apo s [TV o s

el g foul Y
S el ¢ 3 B 5l OB, sds 4,
S 52N Jalgs 358 ol 537 s 5l liblos
gl 31 (8 a3 4 il € a3 3L e i
Lol 53) p SO 250 Ll alls ) il b
o3l s g il 53 (i3 g 50 O @Il 5o (sLeils
Jolss 5 65 BT b 55 Sk g 29) Ly ol |
e 258 RS LS s e aiS (O 4 S5
03 il e bl LB 0 Al ol glis 3 p et
Sl 358 L olie ry ¢ Cpae b el @15

55 0 3 OF gl slize sl ! aal 5 La Kl

' Mature generated detector
Ao 3 50 Waikato ol Kisls 4 laze”


https://mail.ic4i-journal.ir/article-1-23-fa.html

[ Downloaded from mail.ic4i-journal.ir on 2026-06-22 ]

......... 398 andlS sl Sag ) (L)) 5 om0

e sl Wl as S 13 g 3 el sl
AW oJ}J‘_'e‘ d"bﬁ(":i)}ij‘ 6:‘.)45 ‘lSj)()_H ff L
36 s 5l b sls mlesl as sezs AutoWeka e ol

HIPR W }.SM.) W}

s 5 N -Y-
o35 48 gaa 53 Lo Ghlesl s ;/U Olye &
5l olas Ao ys Yo oS |, KDDTrain_20.arff 5,350
er ol o3 e e S 1 b oSk 0Bl S
S 303 503 (55 ialesT Il 031 O e 4y 1330
10 fold- L 5 S35 ol r;;))_’@\ Jhes!l O ¢ la

Al el 5 IS5 4 Cross validation

oo 2 b Sl i sler S REEU NS

e R gy e lasle e Ses 02l 45 seres
@ oLl 4 o bl Olpe 4 LS e &S
ol s AL . Percentage split s x5 L,y (S
o Sl el (e 5 25 el OS5 0 )
& 3 il 5 L Siipel 358 06l 851 sae s

Ak o pelal el

' Dendritic cell Algorithm

35 53 glaeals L Olsn b sl il 53l oL ¥ vY
DS sl Yo Sl

X64-based processor : 3,5 @i £ -

windows 8.1 pro : lele R =

Lo oSl W w TAMF s b U35 085l -
St Sas 38 Slaasiio b (655088 L e 03l
ol el sl 2V 55ls 5 Ol 5 bl 5 05 iles
Sl aosazme 23 Jlesl A sl e LIS
Sl S Balas g s | e OB 315
~¢i°j*-"

e (G113 0l ealinal OBls as pazes 55 aled
Slasbae osdle SLilesl 42 pemme 3 piomen s
cc Mwﬁ)lw S eab é’ﬁ*‘ﬁé‘ﬂs

C;.w‘ ok onlaiul o L}"Li))‘ BL J:"

) atlia gl,l Y-F
S S S llid 5 gy e sl S

AN AT o= WY e =YATYV-YY] o Siass

2330l ol a1 Ll s g 5 ane 5 £ [Y-T][0

NS VIO

sl s eae sla & Naive bayse < SVM

¢ (J48 Consolidated) C45 .S NN

Random <Decision Tree « LAD Tree<RandomTree
«JRip «RST .l s Rule « NBTree <Forest. BTree

s 5 S8l 3 slgans ;S Decision Table «Part
¢ Bee « BAT: PSO dile 0,1l ol33l Jiea

ol Slgan sl en s CFA «Coucko ¢ Ant
53 ld> «S DCA ', CSA, NSA Lile ¢ s

C:\program files\weka — 3 — 8 java - classpath weka. jar;
wekaclassalgo. jar - Xmx3072m weka. gui. GUIChooser

Y'Y

oele

WAV Sl ) )la spgs Jlo o ]S 5 (pile B camohy


https://mail.ic4i-journal.ir/article-1-23-fa.html

[ Downloaded from mail.ic4i-journal.ir on 2026-06-22 ]

Type

Tree

Rule

)

-Function

N5,

Immune

Classifier Alg

J48
Consolidated

LADTree
NBTree
BFTree

ADTree

Random
Forest

Random Tree
REPTree

JRip

Decision
Table

PART

(C-SVC)
LibSVM

LibLINEAR

MLPClassifier

AIRS2
AIRS2Parallel

CLONALG
CSCA
Immunos2
Immunos99

Sl 3 o pean el sl o S (S0 56

TP Rate

+,441
© AV
+ 44y
N
< AA)
© 434
+,440
+,440
+441
49,
BCCR
%3
+,4Y0

I

A

VAN

FP Rate

et
VoY
ey
Gy
oY
CoaY
Y
Y
et
R
Y
T
Y

vy

. yay

CAYE

Precision

+,441
¢AVY
+,44y
+ 44V
©AAY
+ 234
+,440
+,440
+,441
44,
+,441
+.,4vo
K ia

L 4v4

CV

LAY

Recall (DR)

+,441
Y
+,49v
+,4av
©AA)
+ 444
+,440
+,440
+,441
+,44.
+,441
< Ave
+,AY0

KA

CAS

“ A

F-Measure

+,441
<AV
+,44v
+,44v
AA)
+ 234
+,440
+,440
+,441
+,44.
+,441
AV
+,4Y0

I

©V4

« MA

MCC

+ 08
«aay
L 444
LA

+ 441

C AV

Y

sl Wy cle w ol il 5 Vb Sl Jl
22 Ll S5 a5 Gk Sl EL e sdias el
2,5 0 02 eV S S e 5 Sl j**i‘f’ o
Al o e o3l

D) 85 2 Aty (p3 )l b Jsl 56 b3l sl i) g

ROC Area

+ 444
+ 44y
+,444
JCCVN
* 444
(RED
+,440
+ 494
+ 44y
+,444
+ 444
< AvY
A

KINY

Ly

C MY

PRC Area

Mean absolute
error

Build Time

X%
£e,0Y
£1,0)
YLEY

Ve

£EAAV
N4
ARICNY
High
High
q.vYy
High
1Y
High

Root mean
squared error

g
o

IRNAE
v 00Y
+,0000
Y)Y
CEYY
SRR LY
oY
oy
ANV
BT
SRR
Yot

OIFA

+,01Y¢E

LYY

Accuracy

+,441
+,4v1o
+,44v
+ 44y
+ QA0
+ 234
+,440
+,440
+,441
+,4A40
+,441
+,AVYo
+4Y00

« AVA

+,4yo

« AAYO

Correctly 7.
Classified
Instances

44,00\
av.ye4n
44,1vi0
44T
AANFET
44,vav1
44,0+ VA
44,05¥0
44 0AYY
44,041
CERW
av,1e¥q
ar0s01

qV,A0Y0

ALY
AMAE 4

awglie obiol « YOYFT o3luil 4 08als jo (S sl Jlesl

‘ﬁ‘)l{&.ﬁ)} éﬂaﬁ 6‘

53 2 Sl Sdaes slls immunos99 « CSCA

() e dzes Jie sl gl adl 6,550 56

dis oS 035 T iend S 5300 lame Sl (5 58

Incorrectly 7.
Classified
Instances

o~
o~
>
A

Y.Yaes
' ¥Y00
%
VAV
VYeYE
'LEAYY
‘L8000
VWA
v,84Y8
' yav
¥,041)
",6088

Y.\8v0

1,007

11,0043


https://mail.ic4i-journal.ir/article-1-23-fa.html

[ Downloaded from mail.ic4i-journal.ir on 2026-06-22 ]

......... 398 andlS sl Sag ) (L)) 5 om0

L Lesb 51 Cume 3161 CLONALG/CSCA (¢ G
(B sl ol sl alail-
aez 51 (umClone) T sluws f L o5, 0SB
foome AL (o g el Lo bl (n e

ESS sl

A bl ol s 6 st L;JY sl o3l N oS

o3l Antibody Pool

shas JS gaeme Ne ks S ond ool 51 Vor
o b NOLE sl 8 Lesb 5T IS w0 by e gla iS55
S 55 gl edd Ol glesl Bl sl n sl
Loy

GBS T S5k o3 ol 5
Memory s g abasl> ;5 | ol oS (5 4 200 o sllas
agrlse jsamD 3 A8 el e Olads (gl écells
o s ey ¢ it S L sl e
Y ol el e 5 a, JYL o
el glady s s e 0L s 5l e 5l s
<M= ARISZparallel 5 immunos99 ¢ yzs
e b S Sl SO L iy 4 gl sl s
3Gk s Fa QS e Sl oo a3l
o e 33t 5o 0 T (558) (5355 b Lasils
S i 2 ) o (ol b S50 L
sdalive Ol ol pedle (6 S0L 5 (g5l enls e
5 Ol g 4ol s (e S gl el e
53k e a3 e 0y S pl an s 53 1y Ol
Jsb s dnled B b | Ll il letllr b s
5 e Oley &S Ws S edaline cusu ilel ol
immunosos s sl sladze 4l L;J,;_f;li
ARIS2parallel, CLONALG, CSCA, ARIS

b o s el 1 T s L3 BT 50 Lo el il

o 5 el 4 (ool (Sals 4o opl S

4 3503 S Lo g5 e Sl 2SS sla &5 5 il
ot S p) Al (ppeae il e Uz
L OF Jlde 45 Al 63555 e sl bl (Soa
Sl gladis gl sas Olge .33 8 o sl S
sl f;w;\u 3 ol U5 g S e S e
DT o s 5l 51 i o M5 2S5

Ne= 3, |5+ 05 )

Ml il 35 o s i35035 (531 2

oS Gl (Gl S 55 edd S
(o otins Gais) lgsl A1 g 25 Sl
S i 3 o B (ol 5T 51 e sy T e ooy
il o33 ploil 355 jee Jobo 53 1) (5355 b ants
S olesb mles s u.;.b 5335 o YL OT Affinity
I3doms ot 5 Aol o Sl Ll 03l el 2 lS
LS o W5 Ll ool S el SS « 4
Sy 5 6 Cglie Ol 4 ol s Affinity
o S (S g2 8 5 (e s (9255) ol
O 2S5 5 a3 e 3L Vb Olpe ol 52 45 550
A omlesl ol 00 25 S el e Ve ol 2
S, Fors >0 55 osaiy B=0.2
o2 b A g Clie 25 Bl 55 WS AL s
Ll ol sl iz § 3L BT 6l (G
dols NG jS1 s Affinity sl eslical 5550 Hlixs

ol R Al (Hamming distance) Kioa

o3ILL L) edd Obrnl dalal esls ac gezme 53 2
.«\.J;S ~° djlﬂ C—A;t*ﬂ' w..«h}: 9 °J_}:’ YL! ‘)L:.w..s (YOYYI-\

\ik4

oele

WAV Sl ) )la spgs Jlo o ]S 5 (pile B camohy


https://mail.ic4i-journal.ir/article-1-23-fa.html

el el aglis 13 Jsde 3 sgrse o3l a8 geme o3 cnl Sl 5SS &,'uu; Loyses L

.Ml{@ﬁjcfiggj%%duﬂbg LgLa,\;{msﬂLx:sjﬁLu—L{)a:yQM (5,55, YoY¢

el 5 5 S sl gl alo351 < YOVE w3100 4y (S5 G218 Jlosl 5o) oy 3 b Ul 56 el gl (1) Ut

dolilasd

Type

9%

Jbo (58 5 paile 8

VWAV s ) Bl o

Tree

Rule

Function

Immune

> ~ 2 = - ~
< @ @ 5 o S S g 3 £ g2 > >3% 239
> < < 5 = 7] Q < < 25 = IS @ IS == O SE Q
= o @ S = 3 Q ® 2 - B 3 828 2% S
2 = & e g > = 8 g g8 2 g5 S 588 §&%
3 = L a 3 ' o x s = S > < SOoE o5 <E
o o w e o < @ = O 0
‘M? + AL e VAAL L VAR v QAL v ATA T CAAA T L QAT T Ay IYYA CAAL L QAEYTIA \,0VrY
Consolidated
LADTree +avy 0% ATV YYD LAV v aEY 44T 44T VY Y VY YAV CAVE AV TV Av vt
NBTree +3A4 95090 BV S VY S A VA SO A IR L o R L SR R R VY BRLN% +AA4 | 4A4N 4 Y, AR
BFTree VN3 AR VAAL | vAAE L HAAE L 24T+ 44Y  c QAL g Y.t ATV CAAE T AAEYTA \,0VrY
ADTree LAV ¥4 B I U A N ECA A TR P IR LA CA A Y. V- 0V VEYY + AV qVv,1v04 YANEN
Random Forest +94¢ vl 2,848 2448 v 448 L v AAY L Veee | Y v YA EA v, VA LY 49.y08" V808
Random Tree +AAY 00 Y/ CAAY QAT QAT v 40 QA0+ QYA ALY —~ YA ' AAY 4A, Y08 (RAZA
REPTree *+,4A) CCAL SAAY T 8AY T QAN 4T 44Y L QA L eYTA RT3 AT VN AANEEE V001
JRip .’t\t\. .’.\. .’t\t\. .’t\t\. .AC\. .’4\/\\ .AM‘ .A/\l\ .7.\”’ .’/\i .’.C\\/\ .,GA. z\q’.r\q .A‘\A\
Decision Table +,Av4 0Ty $AVA L Ava e qvq v qey 448 1 44Y T v VYA V08 VY ovy CAVAS | AVATY YA ¥A
PART +,4A0 00 ©AA0 | vAA0 | v8A0 v 4T 44 L QAT QY Y3 VA0 CAA0 ATV 1,0Y4
(C-SVQ) 4y AO ar) 4y QY AOY CRVN A V4o Y,EA
- . . . CAYe e . A e , AZSEY CAVA LAY oYY VALTA
LibSVM
LibLINEAR ©AAA BREXY CANY L AAA L P AQA A s Qe AT Y .00 CVAA CAR40 | AQATET Ve NToE
MLPClassifier +,Ava LA AVA a4V a4V v 40A |+ 44T 44y e Y Y YA vey ©,Av4 qv,4.Y§ Y,ravi
AIRS2 © A DAL CAVY L eAvY e avy - + AV = YA YT A <Ay + AV qVv,1v04 Y AL
AIRS2Parallel - - - - - - - - - - - - - R
CLONALG PAA 0 Y CAVA L AV AV - CAVY - AYYA AR AL CAVY AV, W VY FAL
CSCA ©AYE e CAYE e AvE e AYE - CAYE - Ay AN ey CAYEarYAss | e
Immunos2 * AQY OGN AT P AQY e AQY - * A4 - Y evy oY CyvvA « A AQYN4 Y vy
Immunos99 At Ay N XE A A X 4 - LT - w40 | gao,vY L Yeay BT B O A AR W-A O

[ Downloaded from mail.ic4i-journal.ir on 2026-06-22 ]

L ol .L‘o:ﬁ&&ﬁuhd‘{ibl{wuﬁ S5 3 45 33 K edalie (V) U wy o b
sged blital st @ ROC oo 53 05 o 5l ladky s s 4 Cod RFOMESE (5,5 ol sl
Sl o 53 g ey Llay e s (0848) 6 SVL s

5> Immunos99 3 CSCA 55 4 35 o 5re o

\%


https://mail.ic4i-journal.ir/article-1-23-fa.html

[ Downloaded from mail.ic4i-journal.ir on 2026-06-22 ]

b s ol S8 Ol o S 3l Jlesil
ol s ol Gl 8 (60555 e el 4 2l
el iy by gl L s ple 4 Gl ol
knowngood;)&“bj;;lL;a:;LL:dp}m,aL;-,.\i\(,;m,:w
s e 5l dbo 5l Jleyl Lasis ;s knownbad
5033 S 1y Geils cpl L axEls a0l gan Ol
s Sl o 0556 aulel Sy b AIS i
Sl Ol 55 pl G L Wl el S 4 oS

¥l sl 55 1580 p 5 o sme gl slady azs () JSC3

*= Welka Explorer

Preprocess | Classify | Cluster | Assodate | Select atiributes | ¥

Classifier

| | weka

EI | dassifiers
&-| | bayes
-- functions

E | immune

El | Birs

- @ AIRS2Parallel

- 4 CLONALG
I & CS5CA
El j immunos
] . Immunos1
. Immunos2

misc

neural

rules
| trees

117 [F---[F---1F--- [
E-t---e-

| Filter... || Remove filter || Close |

Gl sy aseis Wg Sl ke il
Sk ¢ WSl 5 el e 3 5 S5L e

5 3 JRIp 5 DT ;0 Rule glade o 5 cpoomen
03305 Jas g LIDSVM e 5 MLP 33wl oy
o UF (o (Fpean Gl Sladie o 53 Iy
(35 38) Slilosl aalsl s & (gl w8 4 il s
L s gl gladn 5 Shas a5 555 0 sdalin
bl &5 Sles 5s 0 5 Shs Gl Al b Jles
03 S Il 5,8 5wl s Sl 4 $30s
Ay o 4 Sos e s stae Sl T s, e

5 AIRS 42, 81 55 5l oS 5 immunos o, Sl
ozl a3l gl gss,8 S AL« CNOLANG
N N L S PRSP PRI
o bl 5l gl 0s 8 el (2 Sl
aail- L W Bocell (e Wl la oias [als)
S o Wl b S eslel 1 e gl sdins ot
D]ty e s plolia | ol o SIL 05 &
[¢]

run bbbl o b e S0 ol 4 s
S 5 el s sl PYC T —
s A Sy S oy e et
Jby S5 g5 3 sl s sla &5 o 3k
PICISPN RN JE sl Gl 4 Sl s
olale ke Dol ams 55 338 e edalis
DB 5 sl la F 5 s a4 bjlae Gl u-<Jl~°
4 A gere sl alen 851 s 3 OLLS
90 5 ¢ RS il s 5 s Syl Ll 2
(o bnefold) cos g 55 5 03l pm 5 0l pns Nt

dLaJ.:&é\f&f}bbapbﬂjbbg‘jw‘jwwé ¢

! Adaptive immunity theory


https://mail.ic4i-journal.ir/article-1-23-fa.html

[ Downloaded from mail.ic4i-journal.ir on 2026-06-22 ]

WAV s o) 8 les oy Jlo o JyniS g oaailoyd gl — sole dolilad

Y4

U3l 5 oo il amt bl Sl S
g () dadr 53 S Sl glas S, sl amlis
Al s LIS 4 ilesl s 56 Ol e

Sl 5L asla s Joder cpl bl 4 &Sl 5l LS
S sladis 51 G pldS Sl i 0 IS (Solre &S
Oy Ll 5 53 5 28 hay slaymlly b il
Sot) om 3l e Sy eeseme 25 Rl
Ao SaS & plple dgled Ol Lo e U 5 LS e
a5l edel cowdy Sledbl Ol e 45 Information Gain
G35 Ll Ol o das o oy 5 a1 S
VI T sl s 1 Bl 5 Las e 8 S5

3 Ll s e s esg IS Sledbl ol )
b S (el b sy ames B i Gas oS 550
aws 6 3L (D) a5 5l (ol S5 o35
2 S le 4wl 05 4 OV oy
585 Gy At oS W3l sl 68 4 b3l S el
3 gl et Bow & 5 o3 e ahes Sl
Gl S i 5 S i SeS SleMbl ol Jle
s 4 S (§ 2SSl &S ol S35 SO Gl
o Siasy [NV] 55 il o3y 5 oladl ey e
NSL — colus 53 Sis 8) 51 & e Yol
il 03551 oy 15 il y KaS 4 |, KDD

Gain(S.A) = Entropy (s) —
> (2! Entropy (5,))

veValues(A) IS1
(v)

Information Gain (IG) "

ol i sy OV b oallis 5 asels 0o
b5 O (225 555 53 S Gl dam = i 555 Sk
aldas 5 0l glebis 51 S s ol Olalasise
Ll g0 257 ¢ o ran gl ph S bl 2Ly
2 by S5 @ eslsan e 5 Bl 55 e S
(Fae Sl nl 53 5 ed g sl v\'w ENESIE s
o315 oL Sl 55 fok 5 S Lol 92 4 o)l gen
3355 oo (s o s s axd; 25kl 5355 (sl
S Sl s e e 03 RSk el ol S
ba o atws @wkﬂésy&da}% (V) Jso
s cplicd b b T s 5 en g e (gl
Tl s GOl leS s by wus 0ad S
Al e
anslle oLl ey anis 23y L1581 ke @
R S o GLSESS e S a S
ol A S 3 el s ge abg e O8I ()
Swarm - pxe e sledlaal SO
Al a8 4 (Ol w351 2 sa) Intelligence
2Ol bl o2 e 15 70 s S, 5 e
by obey s @ e 2alS 5 Laskis s il
sl cpl 5l &S gl &Sk s eslizad OF (5 .Ssb
slal 2l sl S ol 51K a calie gt
AL S s olie s LA L
S DL o g L e LSS sl S 5 S0 s
Sl s aosazme 5 il e il gla (351 2l U

Y IS e o) g aeseme 2 Olpe 4 Iy Sl

1 Zero days Vulnerabilities
2 Redundant & non-related


https://mail.ic4i-journal.ir/article-1-23-fa.html

C)‘gé‘: S 2 ‘;}1‘9 Jﬁ&/ybﬁ:‘ alises ‘_;Lhal,ga“’) JL@.P‘ 4.2;:5.: :(Y') JJJ."-

&S5 b S5 (‘5"{“|) = SR :’L’:“ Drw"ﬂ‘ e gl U.Lw

o ol ST <l 3,
ABAARALS ) Best First VY \
AAAAALARAL 1 Ant Search i Y
0N Y YAXA 0 Bat Search v
0N Y YY 0 Bee Search CfsSubsetEval ¢
YOANYYY Y04 A CuckooSearch A 0
AR AT LA LR S AL \e GeneticSearch q 1
0N Y YAFA 0 PSOSearch \%
0T 3 HarmonySearch Vo A
FOuS £\ Ranker ChiSquaredAttributeEval q
Y \ Ant Search Classifier subset \e

\ evaluator
Y FOATANY e N0 q Ant Search 1 N
Y YOV IYIVIAN) FYXE e \o BatSearch Y \Y
Y PO TTFFYITY q BeeSearch . ¢ \Y
- ConsistencySubsetEval

IR RAARARARS \ Best First 0 V¢
IAACERAATALIARR LA A \Y CuckooSearch \ Vo
YOANTIYFITITIEFTrL) 1 PSOSearch Y 1
AAARAAARALS 1 Ant Search A \V
0 Y YATA ¢ BatSearch \A
0N Y YY 0 BeeSea.rch FilteredSubsetEval * VY \4
AAARRCALY 0 Best First V¢ Y
YFOANYYY Y04 A CuckooSearch % Y\
0N Y YAXA ) PSOSearch Yy
POV £y Ranker GainRatioAttributeEval Yy
don £ Ranker InfoGainAttributeEval \f3
Ranked attributes * s Ranker principal components Yo

S das

Eigenvectors

analysis

585 el slas S5 L)) 5 o

oele

%)
7

9
2
J

555 paile

\Yay )Leg Al S)L‘\MJ P JLMJ sJ

[ Downloaded from mail.ic4i-journal.ir on 2026-06-22 ]

Q)MQL;}JJ&C)\&W‘oJ@OJJJTwJQa)»
oS m L6, 8oL 0Bsls S ST YY) il e
55 T3S 5l 6sa 55 Jols (6,550 sla €sa
5550 Dbl ¢ ail (6 S5k & ged 53 e & sad sl S

Sl o 1S fo} 2o b F 355 S
{§1.852. 0.8} as 50 5 Vw1 6,850 0l

;;ﬁ@wwﬂ)dmb

Al ooy 1(51.83 .Sp) = — ﬁl%log(%

()


https://mail.ic4i-journal.ir/article-1-23-fa.html

[ Downloaded from mail.ic4i-journal.ir on 2026-06-22 ]

WAV s o) 8ylas oy Jlo o J 58 5 cmaileyd gy — cole dolilad

&.:gﬁ.? “ Sledb ° g C_,.’)jj‘ g_MSJS “ LQJJ—{:'J)

N JM»:J

568 08sls 51 Sig o 5l edel oy SNl Sl (V) s 03
3 G5t dadr L)) Sl Jeel ml gy e
s5h o sdalie (1) Sl ped Sledbl L OF s anglie
Sis Al sl S, e v o Sles o &S
/CM 3 V0ATANYALANN TV OATIVANAT A
Joe slol 53 3,08 Sl 5sm 5 ol Jomily s
Lo S5y 51 50 WS cnl Lo ¢ At 3580 L2l
¢SS St Sleatn S plply il edd s
) 4 4 Caws Genetice Ant ¢ Bee ¢ PSO « Bat
Aol el s a1 (5 S e S 4o sams
DAy ans Hlal s 1) g rdey SOl b as gazes
S &S ooyl s Kooy cpl e 5 b LAl
ol i A b S Wl es Ol gleS s
el o sllas 63 sad b
Ao 55 o ol 3 oS Sl (5,0 €5 ol S5
Rl BB (s dhe 65 Sl 0 3D
Sle Jis Olge 4 il fge aham OT ol LS
“ SleSns b b RL 5 UR ¢4 5l ol
S |y Bl g nl Ol e Ol 3 7 gl e
ol S s Gl 6 Sy S sl s oS

£33 3b ¥-Y-¥

ek oLl (S bl gls 5 S5 o

slj+"'+sm]'

E(F) = ;;1 X (Slj'SZj Sm])

20 25 30 35 40 45
Feature

(¢)

J:’)‘d’-’b)‘F;}iJ 6\‘).3&:)&3&‘0]@.344}_::2..’)3

RO NCHRY

Gain(F) = 1(s4.8y ....Sy) — E(F)
(0)

O8sls 3y S a Sl o e [YY] Guss

03 yai dniloes (1) 13 503 &y o 40 |, NSL-KDD 344
25 A 8 lssed ol s WSy cledbl Lol
53 Lo 3,8 OBsls Sl edd Olisl _sslal 4o yass
338 o edalis &S $SSka L P D9 e
BRI R T S TARCALA A sleSss
AP YT Gl S sk g s e 4l
o Sl 55l b e olilesl aalsl s sl e s3de
b Ol Jap e a T s essed eslinal LS
(e S S sl Dledbl o g Ol e il el
o 3l a8 (65 (sla oy S e 55 L e
o cpl o hedd SLssl (B) Jadr 53 oS il

ol O SG e os ead Sl sleS s as e )


https://mail.ic4i-journal.ir/article-1-23-fa.html

[ Downloaded from mail.ic4i-journal.ir on 2026-06-22 ]

......... 398 andlS sl Sag ) (L)) 5 om0

M‘)&L&w}jd]élﬁfﬂblﬂ szjj_.!}ﬁ.}-}&i A_)t}d.’\
wwﬁjbﬁ:brbu’\%duﬂbgg&:jbﬁp
s a6 i sla

ool ool 2 (Sns p OMBI Olse b 0T e 55 45 g0mme 25 Gl b (S (2l 5,500, (e gl Aol H(8) Jyx

Lo alws 65‘515]4‘,)\»&‘\;.@}\.@1\5){“5@)3}3}4&‘)\3 ol ub;b‘éubjgij) :(0) Jj.,\}

PXSY S s
VY OF AT YT LTV PR VY
VY0P OV YR YV YA Y g Vo
FO AN FYFFY FF e F1r 8 ) 1\

IREEARARRARRRAARES
ARFCARENRAR AL
OANYAN LAY YO FET \e

(el i 0) Sy a5 5,50, pb

CuckooSearch + ConsistencySubsetEval
Batsearch + ConsistencySubsetEval
PSOSearch + ConsistencySubsetEval
BeeSearch + ConsistencySebsetEval
AntSearch + ConsistencySubsetEval

GeneticSearch + CfsSubsetEval

Ky azwd 659,55 p Jlesl S WS 5 on 5 S an lls (4Bl 5 ) Sy als slas Ky, :(V) Jyu

PRSP S Bl
FOT O FON v
VP A 0 VAAT T 0.FY FF FLFA Ve
FOXY L0 v
VP00 07 FOFTIVILE ) V.
Fo AT Y PFOE LTV 1\
£0.TAN VA FY FFFE XA V.

(el i @) (Shs a5 2,50, pb
CuckooSearch + ConsistencySubsetEval
Batsearch + ConsistencySubsetEval
PSOSearch + ConsistencySubsetEval
BeeSearch + ConsistencySebsetEval
AntSearch + ConsistencySubsetEval
GeneticSearch + CfsSubsetEval

¥y

oele

%)
7

9
2
J

555 paile

\Yay )Leg Al S)L‘\MJ P JLMJ sJ


https://mail.ic4i-journal.ir/article-1-23-fa.html

[ Downloaded from mail.ic4i-journal.ir on 2026-06-22 ]

9)_}4 6Al$ dollas

WAV s o) 8,les oo Jlo S g omailejd

slie asls W1 v A g Y O B ay
b e 5 (B0) ol 55 50 Camer e el
e e 53 Ad ol 0w s 1S 5
by 55 (oh3 pl-s3)) PSOSeArch g (5351 2l
Vor 4 Population (sla bl slie [1] allis 4 sl
oS Sl s OlS T (5 jady 55 C2 5CL
OSSO okl polae 50 (L) Bee search (g g

dLo.I;-\J‘.LiAJ J.:‘J_vjbbw.slgjﬁ‘dﬁaw

511, accelerate type sla FF eSS S 5
s> |, Population Size. iteration oo Jb s -
0Ol o3 S sl 1 1 WeSw e 5 03505 ol
PSS e asls Rl A
type 5o S gamier 3 A Cw Av 3 A
300 4 el B Cen S S e ) accelerate
el pemes s g3 5 dteration
Dl 31 g esls (Aul5el (e Ja1) mutationProb

A dsdr = Sy 5ol e Jbsl L) o amslie b5, ‘C’}, 56 bl bl (V) Jya

=
5 s g 5 = 3
= 2 8 o © 2 3 g
g = & g & =
o w
RFandotm o JAAF KX\ S XY\ a4y a4y
orest
cas Genetic K A SOF AP AP AP
NBTree Genetic K\%4 VS 2 \Y BV SAA4 SAA4
BFTree Bat LAVE LAY S CAAY LAY AV
LADTree Genetic K% LAVA LYY +AVA LAVA VA
DT Bee K% VA LYY CAVA K% AVA
LibSVM Bee KR KV v 490 KT KT
MLP Bat LAFF LAV ;Y4 <AV K% K
ImmgnosQ Bat AYY KY2 A4 Avs KXY KXY
CSCA Genetic KSN K% L FF AoV K" K"
AIRS2 Bat Kiad K\Al ,Ya DA AV AV
F/,\;rF;ﬁ; Bat AFS K% S YA A Aavy Ay
o33 Jaul58 ) 4 50 s 4 4o (heuristic) (o Sl 5 sa

23

¢ Y+ amaxGeneration 5 %0580 +V 4 Crossover
V) Jsd= colg s r.:hﬁ AN PRGN PEY o 311

3353 Shs sl 5 Sl s el

MCcC

8 &

~ ] < s

e ® @ 2 2

. s s £ B = 3

S 2

3 & s £

) S 2 g g 2 3 3

o] T < E 8 £ S ]

& a s 8 8 [}

I~ < £ > >

L w = = 3

= 5 3 2

© = S

S g
(RN \, S YV Y RYSY a4y 44,)4yY < AA
LM LAY RAVN 4 NAVO LS AADA 1,614
44y 848 L0104 Y RERVN LAMO AAAV D 1,740
KXld 44 , N8y SV K\ LAY +AVFY ooy
2A4F + 84y L, OV N8 ,1¥40 LN AVAYIV Y, YAY
A4F a4f ;v Kl 008 SAAY VATV Y, YAY
KY2N 4FA Lo T0) Ra% SAVF K 47,£4:0 ¥,0-40
LAY JA L FAD AR L,V OAY K% av,1roed YA
AN - S AYD Y ¥ AL K 4),7F44 AYo.)
2408 - L FrY VAN ,YAVA L4080 40,2AYYV £y
AV = L, YAS FF, Y NPAY AVY 4V,\Y04 Y AN
AvY - L, YVF VSV FO NP0 +AVYD av,Yov Yyiv

* a5 e e I -
S48 )3 A eals LL')‘ 5 A a“ty, Y )\ oo

o accelerate & s ¢ 38 a0 (S gt vle.;)f/\“
)(A')J;‘];)%Lﬁﬂﬁjoc\’)\ujﬂjjﬁ Jis&a
Er ommen (b0 0 Y 5D S s Comer

Cf A esls J':..:\J-MT" YU K R A d'::)b'f


https://mail.ic4i-journal.ir/article-1-23-fa.html

[ Downloaded from mail.ic4i-journal.ir on 2026-06-22 ]

e &5 25 0> LIDSVM « CSCA (ARISZParallel

......... 398 andlS sl Sag ) (L)) 5 om0

(V) Jsdr 5l e slady azws 4 (V) 5 (0) Jsa
.J.i.sjf Jlesl
b 48L&

osff@u&)ﬂ\ﬂumwéb&)uw );VJJJ}LM)DJ‘*)\J)J}}JWUQL

)‘i) ROC—b,C 6&)‘))&.& DL wwﬂ.&? &:A.w‘ J:.Ats JLA.G‘ ﬁSU LY Jj..:-v <* odalin ‘g)’:".’.LAJ‘ c}b )Lﬁ

ASL eedalie LB immun099 o o, Slen s e Sk
(€,ba s oY) Sis ol dasl b (¥) Jgd Golas p92 &l (V) dsder Gollas ol 6l 21 ¢ e 5 4 YL ROC 1 gos 4w (YD 15 go3

True positive rate

True positive rate

True positive rate

ROC for Cl by Logistic
v Tt T
#oop + 18, JRip,PART
4+ LADTree
+  NBTree
0.95 +  BFTree, NBTree
x +  ADTree
+  Random Forest 1
+  Random Tree , REPTree.
09 Decision Table -
o ——LIbSVM (C-SVC)
4 LBLNEAR
O MLPClasstfier
O CLONALG 1
085 - O Immunos2 -
08 el
075 - 1
07~ -
| .
102 102 10! 10°
False positive rate
ROC for C| by Logistic
T T
o4
r e * M9 BFTree
008 - & o * LADTren .
L # NBTree
*s # NBTree
+  ADTres
+  Random Forest
0.96 +  Random Tree s
L +  Desision Table
—— LibSVM (C-SVE),
+  LiLINEAR
O MLPGassfier
L O CLONALG i
094 O lmmunce2
A REPTres
A JRip
L & PART
i 4 ARIS2
0oz L CSCA 1
b O Immuncs99
o
09 r -
088 -
H i H | i i R i . P S S
10° 10% 107! 1°
False positive rate
ROC for CI by Logistic
[ T =
099 ¥ 1
e
098 [~ -
. ]
P ]
097 - -
+
096 - -
+ J48,Ca5 ]
095 - + LADTreo .
+ BFTree 1
+ NBTree 1
+  Random Forest ]
L +  ARIS2Paralel -
gt + Decision Table
——LBSVM (C-SVC)|
& ARISZ, MLP
CSCA
0.93 - O immuncs99 |
092 - -
| 1
10?3 102 10"
False postive rate

-6
i

WWAY Jler ) 8yled cpgs Jlo e, 5 opuilo b cimghy — sole dolikad


https://mail.ic4i-journal.ir/article-1-23-fa.html

VWAY s o) 8yles eogs Jlos ey 5 opailo b cimghy — oode dolilad

\_‘[ Downloaded from mail.ic4i-journal.ir on 2026-06-22 |

-6
[

PRI R )

U SN S P T ERE Y
sBat+ ARIS2Paralell > 5, o sens sl sladis
265 e b s Gl F 5 Saees
A w s e s alie e Sl
33 Shas o sar 3 Olaebl CobB VU Ses
Ole L3 (pioees
uaghzsduw‘%bjuuwﬁrwduw
5 Steen 5| LibSVM+Bee L aylie ,s MLP+Bat

3,05 1y ekl 53 anw s Ol 5 gy

Sl Sl e 6 e s Shas

) Ssad g pd €€ 05t V s 3 (ieas
Vosde G g )8 a4 e Gl cpl ey e 0L
el s eas Sl Gy ates e LSL 5 S5
dal gt 1 el s ocdie els b agrlsn 55 1) glie
Lol 3 g g Ul 5193 sdal oy =l s ol
5 e SIS 3, ol ) S
e Sl L Ak el OF 035w e BB
5 b b GleShs S L5 SRl cgr el
5SS S abolie pl Ol5 el a2l

.)}A-'!

S ol 3 Ky, sl Hl day 5 Jd iy wws (accuracy) s awlis (¥ Hls gel
< S. cnm S <) —
12 8 EEEEEREER
oS o 22 2 9F I8 3 22
1 S o os ©
0.8
0.6
0.4
0.2
0
<<,°)/\ LI T P SR R o %ﬂ, &
(J A <t A [ QD ) ™
OQ\ Q;\ A Q& ) $o o ?~\ ‘?~\'
3 AN A4 N > N \7%
o‘“ @S\ R
O h S
T el

PSRN PR

Oy &S shilen o gimn sl sladie Ol )5 das 451 )]
- EPRE Lrp dse e o W
o> Ol 45 5 Bat 3 ARIS2Paralell+Bat+ MLP

s 4 Yjems 3L o Bat+ Randomforest 5 Ls
Sekd b S el lady wws g (gl amlie L3

—

il 0 S Ul e adsl (68 s G Ol g
ub@\jw Jéj) ¢\ Jeds L;.’Ua.a Iy 3)5

Vi L Batsearch + ConsistencySubsetEval S

i el il SllesT s same ol 52 (S

e.,\.i&\ijjléu@msésjﬂwdutjﬁbsﬁ



https://mail.ic4i-journal.ir/article-1-23-fa.html

[ Downloaded from mail.ic4i-journal.ir on 2026-06-22 ]

......... 398 andlS sl Sag ) (L)) 5 om0

23 ek il e S el a0l sl 5
Al e Sole 4 opd oo Sy i 4 s L
23lis oS @S asie dies L OAD 55 4 5y e
s a b Ul sl e ) 4 03 bl
<l sk o
L aaze sleialasl o bty s S 5 L 5 (63,50,
A IS sk S TS Sl e S s Ol e
2 bl a3 S S age e ) DL

:;)‘J‘;:mn_!

3 Frrn ol gt 3 S 5l JulS g
Ll s o3b 5o a3V 4 S

ubu;\ 9 L;}ij JAG LsLA 3;{-1}) )\ oalaze!
Jydbwbij\)ngudjmd}ﬂfm‘
33,8 ol 58l 15 gla o, S 51 as

S sls 0L Wil gl anlas sl oL, s

bS5 e Sl Shs ol 5 e 31 2l
s S e ARISZPARALELL o pine sayl de
wﬁjoﬁjgoiéj)ﬂa.uii)bﬁ\jgfaéﬁ
¢ LIBSVM Lo g ml$ 2550 55 Hpomen S My
ﬁwéuwﬁwﬁ.zﬂy
Sl ae b S 5 s ¢, 5,5kes RandomForest
Ll o d)y o ke aSolely Sl il
3l 5,50, Sl s Sae s g s anw g slialy 5o
53 01 05 So,s9 Lk 51 Bat+ARIS2PARALELL
(ahD) B0 & asts 5 s o3l &1 25 5 s
ols Lijdﬁlf)'\:ﬂ@w)'\a:wm\‘:jﬁicjb

4§35, a:brp_o-déjbjl Aol o GPU o

2l raa e gladie ¢ (2 peae el S
aws pla bl ze ol B8 (el 5 ol
WJ-’ bl )3 5 geade 3 50 el 50 (6 8 slady
Bl g el gl
Dby 50 015 o S 68 4 0l
Sladie plo b anglis o ;’Mﬂ‘éuhﬁbw
(o8l 15 glade ¢ el gl 3) (peile (5,550
S5 S s ek Ol LS5y a5 sazme 5w
S S Dl ok 4S5k 03 S5 Aty 92555
blast 5 janld Gla =5 55 1) pwsmoms ofd (ol
S Sl 3 (AL e Ul S S Kpls e
PN ST St PRSPV RSP
L s cnl ol plonil sletalesT amsts Gillae Jl s
el S bl g e o5l ol
Ll gle oLl ams B b 5l s o Al
sl 56 a5l e 5 S Sl ks S csl 1 S
CSCA > i & s Sl sladie 5> (S5
# x @l$ Ok o> ARISZParalell . Immunos99
s s e il 4 s LIDSVM e (o)

Y13 08) ol o LSl

Sy oz X
48 gazms 4S5 S B LL (S ol s

Sl S psgie oa LS s TI3 o5 550 Clasl s
5 STC_bytes S5 55 S as &l s (e
My e o8 JUS 3 Ysame Sy 5o ool . dst_bytes
cdalie Sty Sl sl 3 Soss ml s 5 S o
i o Sl s (i) Bat o, Sl x4 S s

J_)}ﬂ w‘.&\-’ﬁ;‘j‘b%gb ‘)W}ﬂ;- w‘u&)j{”

¥

oele

WAV Sl ) )la spgs Jlo o ]S 5 (pile B camohy


https://mail.ic4i-journal.ir/article-1-23-fa.html

[ Downloaded from mail.ic4i-journal.ir on 2026-06-22 ]

WAV s o) 8 les oy Jlo o JyniS g oaailoyd gl — sole dolilad

Sl el IS 55 e OF Bai 5 (s e

23—l b S e psghe B b
3 () ol STy 50 b o geme gl o
a4 e Sda 313 5 STy es ol 5058 e Ol SIS
Ol 53 s Gl W s S e e ol S
(558) (5355 b sla aniy Olse a0 L3 (AT L agrl o
A s sl g s bl w s ey piles ls
GV 0oy s osls (Ko s5be osly al> e 55 50
s et 5 0 (s gan el Gl S0,
Jolse b lesl 5T agrlse 56 o050 Bl 55 5 ey
GRFES 5 BN S WAL e 3 SGE SIS
Jlasl &8 L odalie e b o (6345 0L L
Joe sl Gl RalS s (3l 86 Sy ol 56
Gk s b oS0 4k 4 s AIS 5 o aes

.JJ‘K@ Cib

[1] Sharma, R. K., Kalita, H. K., & Issac, B. (2016).
PIRIDS: A Model on Intrusion Response System
Based on Biologically Inspired Response Mechanism
in Plants. Innovations in Bio-Inspired Computing
and Applications (pp. 105-116).  Springer
International Publishing.

[2] Thaseen, I. S., & Kumar, C. A. (2016). Intrusion
detection model using fusion of chi-square feature
selection and multi class SVM. Journal of King
Saud  University-Computer and  Information
Sciences.

[3] Sunita, S., Chandrakanta, B. J., & Chinmayee, R.
(2016). A Hybrid Approach of Intrusion Detection
using ANN and FCM. European Journal of
Advances in Engineering and Technology, 3(2), 6-
14.

i g alins Slasl Calises 354 O 315 55 Y gane dy 42w
o5 A i Ygens LS55 da Ll ol o ks
23 S el ol S g Ol LS
OBsls 035 ol s @ Wlis ) SlilesT as sane
-3 PSRN SISt RUC N R E R SR E NP R,
e s Sl s e sl o OB
AP e S (s 423 5 (6 S5l e 4S5 5
O 03 Kl &S spd ey wmn g Sda cpl L3R
L1 Jde o Ol ¢ gy azes ddbo sl 5 (5,550
il Kot aas b Sk S 4 e o3l
FF e el K ool 4L
performance  time (L. trade off

o) e 53 pald (YL Ol s el (555 55
5o ol enly o5k Jad alads 51 sols s gy o eas
o3 sl oYL Caenl Ol e Olesle & 0o
5 Ll als Sl Ll Ol 4 s Shes 5 s
S Ll o Soenl bl bl 55 a6 sl § seme
¢ ol gl Obosle wile 500 S gy el a8 AL
g Ll o Sles 5 Sl 5 1l Ol ulilss s w

Al o 3l e 5 hasn S oS 55l

S5 4 .0
ir 5 S dsm 5l el w38 el s o, S
o 03 Sl 553 S0 55 Ol s 4 OLIGL- sl 5
5 S 3ygn ¢ G Sk GaiS Gl e o]
5 ol 5 el psete rmes 8 S IS
ol S e Yol 3 5 0Ly 53 ol Ol sl
Sl B S bl S (s Glue b o suas


https://mail.ic4i-journal.ir/article-1-23-fa.html

[ Downloaded from mail.ic4i-journal.ir on 2026-06-22 ]

[15] Enache, A. C., Sgarciu, V., & Petrescu-Nita, A.
(2015, May). Intelligent feature selection method
rooted in Binary Bat Algorithm for intrusion
detection. 10" Jubilee International Symposium
on Applied Computational Intelligence and
Informatics (SACI) (pp. 517 521). IEEE.

[16] Enache, A. C., & Sgarciu, V. (2015, May).
Anomaly Intrusions Detection Based on Support
Vector Machines with an Improved Bat Algorithm.
20™ International Conference on Control Systems
and Computer Science (CSCS) (pp. 317-321). IEEE.

[17] Enache, A. C., & Patriciu, V. V. (2014, May).
Intrusions detection based on support vector machine
optimized with swarm intelligence, 9" International
Symposium on Applied Computational Intelligence
and Informatics (SACI) (pp. 153-158). IEEE.

[18] Rathore, H. Feb, 10, (2016). Mapping
Biological Systems to  Network  Systems,
Switzerland: Springer.

[19] Song, J. (2016). Feature Selection for Intrusion
Detection System, Retrivied from (Doctoral
dissertation, Aberystwyth University).

[20] Hassanien, A. E., Kim, T. H., Kacprzyk, J., &
Awad, A. I. (Eds.). (2014). Bio-inspiring Cyber
Security and Cloud Services: Trends and
Innovations (Vol. 70). Springer.

[21] Zekri, M., & Souici-Meslati, L. (2014).
Immunological Approach for Intrusion
Detection. Arima Journal, 17, 221-240.

[22] Yang, X. S. (2010). Nature-inspired
metaheuristic algorithms. Luniver press.

[23] Kayacik, H. G, Zincir-Heywood, A. N., &
Heywood, M. I. (2005, October). Selecting Features
for Intrusion Detection: A Feature Relevance
Analysis on KDD 99 Intrusion Detection Datasets. In
Proceedings of the third annual conference on
privacy, security and trust.

[24] Mukhopadhyay, M. (2014). A brief survey on
bio inspired optimization algorithms for molecular
docking. International Journal of Advances in
Engineering & Technology, 7(3), 868.

[25] Andersen.P.  (Producer), &  Andersen.P
(Director). (March 19, 2012). The Immune System
[Video podcast]. us. Retrieved from
http://www.bozemanscience.com

[26] Aickelin, U., Dasgupta, D. (2005). Articial
Immune systems In Search methodologies, (pp. 375-
399). Springer, Boston, MA.

......... 398 andlS sl Sag ) (L)) 5 om0

[4] Blum, C., Lozano, J. A., & Davidson, P. P. (2015).
An artificial bioindicator system for network
intrusion detection. Artificial life.

[5] Enache, A. C., & Sgarciu, V. (2015, July). A feature
selection approach implemented with the Binary Bat
Algorithm applied for intrusion detection. 38"
International Conference on Telecommunications
and Signal Processing (TSP) (pp. 11-15). IEEE.

[6] Tama, B. A., & Rhee, K. H. (2015). A Combination
of PSO-Based Feature Selection and Tree-Based
Classifiers Ensemble for Intrusion Detection
Systems. Advances in Computer Science and
Ubiquitous Computing (pp. 489-495). Springer
Singapore.

[7] Eesa, A. S., Orman, Z., & Brifcani, A. M. A. (2015).
A novel feature-selection approach based on the
cuttlefish optimization algorithm for intrusion
detection  systems.  Expert  Systems  with
Applications, 42(5), 2670-2679

[8] Rani, M. S., & Xavier, S. B. (2015). A Hybrid
Intrusion Detection System Based on C5.0 Decision
Tree and One-Class SVM. International Journal of
Current Engineering and Technology 5(3), 2001-
2007.

[9] Soliman, O. S., & Rassem, A. (2014). A Network
Intrusions Detection System based on a Quantum Bio
Inspired Algorithm. arXiv:1405.1404.

[10] Saurabh, P., Verma, B., & Sharma, S. (2012).
Biologically Inspired Computer Security System:
The Way Ahead. Recent Trends in Computer
Networks and Distributed Systems Security (pp.
474-484). Springer Berlin Heidelberg.

[11] Alomari, O., & Othman, Z. A. (2012). Bees
algorithm for feature selection in network anomaly
detection.  Journal of  Applied Sciences
Research, 8(3), 1748-1756.

[12] Kolias, C., Kambourakis, G., & Maragoudakis,
M. (2011). Swarm intelligence in intrusion detection:
A survey. Computers & security, 30(8), 625-642.

[13] Ma, W., Tran, D., & Sharma, D. (2008).
Negative selection with antigen feedback in intrusion
detection. Artificial Immune Systems (pp. 200-209).
Springer Berlin Heidelberg.

[14] Brownlee, J. (2005). Immunos-81, the
misunderstood artificial immune system. (Technical
Report), Faculty of Information & Communication
Technologies (ICT), Swinburne University of
Technology, Melburne, Australia.

oele

<)
7

9
Il

7;“5 9 \5;”‘1‘"1

VWAV s o) 8yl eags Lo o5


http://www.bozemanscience.com/
https://mail.ic4i-journal.ir/article-1-23-fa.html

[ Downloaded from mail.ic4i-journal.ir on 2026-06-22 ]

_ e iolilad

WAV Jle ) 85l pgs Jlo o875 (paile 2 cimgy

¥q

O 9 (S Lb).qua 5‘5.\.@,«.\.&.4‘@‘).& [Y‘\c]
DRES S g 53 el S S5L sl eslizal VAL (g5l s
sler Slsal wlbl,) 5 cledb) coutol o il it 3 5i
https://www.civilica.com/Paper- ot sl
CICS01-CICS01-012.html

AVAY (osl3 r:l;'— BV LQ)";;-:’ e ‘LAJ:LG ‘L;U__UA [VA]

w’ww: c&.’:‘) eli_{li. )\ oslaiul l.: 4.{...:' 63[& ):;‘ )k.é)

https://www.civilica.com/Paper-ACCSI110-
ACCSI10-158.html

(i Lo e dew 5 (G5l d e ) ‘rsl;'-

WSS Sl s g stes S slaslsbly (eseis TAY

o Sl i g3 52,08 slo gy o pules eass
ué)ﬂ)ls Jq.l.@ C‘l;- b@‘) Lu‘;@j c&.(:':;j-l-(d

https://www.civilica.com/Paper-
ELEMECHCONFO02-ELEMECHCONF02-
001.html

Lo mmid el 33 Jls s (Gl

]

[YV]
Loy o 63,0 e wl OV jaseds s ydase
ke eSS S5 oy s S5 ) el
=WV (Y) 0 AYAY Ly  d slp sl f,/_; Y3
Ay
https://adst.ir/article-1-574.fa.html

[27] Brownlee, J, (2005). Clonal selection theory &
clonalg-the clonal selection classification algorithm
(CSCA). (Technical Report), Swinburne University
of Technology, Melburne, Australia.

[28] Hofmeyr, S. A, & Forrest, S. (2000).
Architecture for an artifiticl immune system.
Evolutionary computation, 8(4), 443-473.

[29] Farzadnia, E., Shirazi, H., (2017 September 21).
The Black Hole Clustering Algorithm: A MATLAB
Simulation. (Technical Report), Dept.of
Communication and Information Security, Malek-
Ashtar University of Technology (MUT), Tehran,
Iran.

[30] Shirazi, H., Namadchian, A., & khalili Tehrani,
A., (2012). A Combined Anomaly Base Intrusion
Detection Using Memetic Algorithm and Bayesian
Networks. International Journal of Machine
Learning and Computing, (pp. 706-710), doi:
https://10.7763/1IMLC.2012.V2.219

[31] Shirazi, H., Madanipour, M., & Abolhassani,
H., (2010). Improving Intrusion Detection Systems
based on Feature Reduction via Data Mining. The
2010 International Conference on Electronics and
Information Engineering (ICEIE 2010), at Japan.

[32] Sheikhan, M., Sharifi Rad, M., & Shirazi, H.,
(Dec 2011). Application of Fuzzy Association Rules-
Based Feature Selection and Fuzzy ARTMAP to
Intrusion Detection. Majlesi Journal of Electrical
Engineering, Vol.5, No. 4.

[33] Khadem, Z., Shirazi, H., & Farshchi, S. M. R,
(2015 Feb 19). Detecting Control baesd Imperative
Malwares in Network Traffic. 2™ National
Conference on Applied Researches in Electronical,
Mechanical and Mechatronics Engineering, at
Tehran, Iran.



https://10.0.30.83/IJMLC.2012.V2.219
https://www.civilica.com/Paper-%20%20CICS01-CICS01-012.html
https://www.civilica.com/Paper-%20%20CICS01-CICS01-012.html
https://www.civilica.com/Paper-ACCSI110-ACCSI10-158.html
https://www.civilica.com/Paper-ACCSI110-ACCSI10-158.html
https://www.civilica.com/Paper-ELEMECHCONF02-ELEMECHCONF02-001.html
https://www.civilica.com/Paper-ELEMECHCONF02-ELEMECHCONF02-001.html
https://www.civilica.com/Paper-ELEMECHCONF02-ELEMECHCONF02-001.html
https://adst.ir/article-1-574.fa.html
https://mail.ic4i-journal.ir/article-1-23-fa.html
http://www.tcpdf.org

