10 Olomaf oF o jlasd sl Sl o228 5 kil 5 anlilas

S 55w 3l @ 5b 51 (Sl &gl Sldilob (luod! Culil g Cusol J S 51 (92 3L

5‘;)//‘3 L;séfjd cr‘M L)f)‘.é ‘V‘;}jj L&JM 4’&)&&#&’{}3/

90/4/vv ‘L):’ﬂ"é @JU qo/A/V .'t:ajl:l)} @JU
o>

Sl i S 5 adile 5 sladilole 45 05 940 il L;[Ag_",‘:')jﬁ[a shbs sladlole s awag slalol
i SLaC Il il da3Y s o plonil [y wloles IS I g (slos ot 45 Ui o ppmiee ool
o by O e oty Ipts U o] &ilales (sobllS 45 o poz 1 Ol o il o _ils ailoles
Ctol 5 Oliall bl (s S Do g oy pile (55 O5SU 00 e Jpd LU SS 4 Ol b
ol i e st ] 1 s ol e oL plond [1me oy 0 (5315 il il
ol ol plond] it U L] (il Soslas fiLis b il b (s 5315 A 0T 3 e
D S Lt g EpBige 53 et 45 e g3 A8 el o 2l e VS (s e
oled AN lis ) 45 .00,8 o sl Gl (sladilola (ol (s 008 (sl )2 5 Sl lant 05 ol 4 ) LS
il 4igh sla ol 53 Hipalol Gl 5 ol oyt S iin e Sl b sl ol
3 ol ) Cilms g btoas bl ot SOl CogWillow Joto i/ sslézw i gyl ol Aol 5] 05
SOt Sl s ol a8, S L o ol b 0 0SS £ a e slite ol (Sl ol (S LAS Ss
ol inn il o Lok st ol o] s (ilssly s b e s gmi e lyd b ls e o
ool 5 SIS (e (Sl sl o ) L 2 pe (slacs e U £l 45T Wodd i pni
olS sl o b Lyl oS sl folds pollis olizo (53,0015 Lamn (5 (Silivnd b s olins oo ploni]
ol 0l 6305 DL Sliale] oG s il Ol s Sy 5 sl o il Ul s s o kost ] oo ]

Dol bl (ol (st S5l i sbasilale 1 g MS S5

[ Downloaded from mail.icdi-journal.ir on 2026-06-23 ]

sadeghi_ict@mut.ac.ir « zsl Sl es o820 (5,55 szl )
valavi@mut.ac.ir  zil e s oKl HLils Y
barari@mut.ac.ir « =il Sl s oKl HLskud ¥

grmohtashami@ferdowsi.um.ac.ir cagis wss b oKl slewl .8


https://mail.ic4i-journal.ir/article-1-50-fa.html

[ Downloaded from mail.icdi-journal.ir on 2026-06-23 ]

54, 3 e 5 i 5)se 2 Ll s
el O 3 5L 3,50 SNl
3 sylse mia s JES 5 skl sbabls
S aS o eslizal (gloyshie ol wig salila
wadle LS e cglia 5 J S 1) paseie Sllee
sl b gbol, babl g5 ol
Wl b s b sl ol sl
Lable ol 5 dies S pe Colias sbabls
3 oA il ol s Sl aig sl
38 JS s Shee 4 acde) &S dmes Sl
4 ¢Banerjee, 2012) LS o axlge o blie L |, ailels
Sz glasble 51 S e 05 02 s Ol
VSN &S L5ls 555 AIS lrl (dsems ) 5bas
Sleds @z Ll e ol Saws b bl >
L e olbdo ol s opd abl s Shee 4 o0 28
Lol el 5 Gl ssladl ety UT sy
Al sl S il dl ol & il

(Goertzel, 2009) 5 35 o S J =S

G § 9P 0 D)9 2 9 el NY
Ce sl by ot gladisel
e ol s dlele (S E L b sl
Bble gl sdal i IS .l 3550 Lol
oo Il sl s 0 Obl ke xS
3 o 4 i i il 4y e S O IS
U sdaze gla e 5 S e (Lions, 1996) L ol b
Therac-25 ol 5 3l oKaws J 28 Lol lallax

1. IRS: Inertial Reference System

........ Oliwolo! bt § ol J 05 Sl g 283 sl &1
I NI

s 0Ly A

Lyls s i S 5 kb sbsbls
Jols a0l ol S e 13 eslial 3550 Ol
Flow b (S 5,0) ol ladl ey Wil (635150
S8 a Sl Gua s (L5 35 (o) b
Sl ol 81 Uld e s bbb ol
Dl Ol g a2 o e 5 ablie 6l

kb coul S e (eldaag s
Sl 3 3 s Ssline U L Gleabl
o o Sam e b sl glaag mig
iy b Olabl bl s Ll (LS o 13
Sl U il oS Sl e a5 358 (S0 atul U
Azes Sl 5 (b s s 5550 YIS

ol IS 5 il gladlle ol (S
Lol o s bable ol 51 6ols e e 53 &S ol
Lag L plabs , ast gl 4 el 0l
S5 am g s O zoee 358 Jol bl ale
Sl oS o LA b ol F 65l ol o)l
ssi Sl Lol 5 e slas Slee ool
oy oakly pl s s se sl Jesd LB
ol ilal O3 b 0555 g Lie 4l a0 Sl
sy A L sy e s e U
Sl 5 s Sae 31 Clables (Cida O F
e [y Ot O3 B el Slal Sl 5 ol
JiS 5 o pde &S Conl abd ad 53 Canys L5 5al
03 Olwbl bl 5 ol Siplsl 5 Al
e bl Cspise 55 5 il sbaalile
Lie Ol plodl 51 g & Sl a8 s

Wbl 5 3590 VIS 5 i pdiund 5 L


https://mail.ic4i-journal.ir/article-1-50-fa.html

[ Downloaded from mail.icdi-journal.ir on 2026-06-23 ]

WWA0 glew oF o Ld (ol Jbo o2 5 AL _s alilas

b iy Sble Slplosin o8 col OF s Jolie
Olaabl ollB b5l gla ooy b s €8l o)y 50
Sl slais, b oable gl 5 lles
S S8l &) 50 4 (Wolf, 2012) le 5 Olabl
AT 3 gm 5 b Olabl B &l 58 L3
5 JS o slich 8 e Sl gladas gl
SRS e O shes el s el Silsx
S ol wlobs il 20 sla = 5 WIS G o
el o pde 5 oS Oles Sl G ¢l
Lo K= 5 dltele Ol L atul iU gls ol =
33 g o geien a3l ol alalu s

Sl o L) sl el O Ko
T S T W TRy SIS N LR P AL
'S i Hlme s Ikl a5l bas bl =
L LAJ,J»U Qﬂl .Llo3 ga5 43|41 (Common Criteria, 2017)
baale = Llis 3 bl 035 pslie i 51 4T
Al e s s e S 4 s slas sl
Sl ghyls o s, pe Sl LT a5 sias Olabl (g
el 51 Sloabl LB 5 e slie 50
o b sl 55 sbas Slos

G s 5, VL
2 S aalep Sl gladlln o e 5L
Glas Shas Como 45 Sl pl 53,5 0l ow ks
Al e 5 J S LB Olles sl B LT ol
R e ey e i aliar
Oliebl bl 5 cal glae) s S Do s

ol Ol e a0 84S i ) sl el

1. CC: Common Criteria

55 edal i e L s (Leveson, 1993) s O s
S Uy OS50 Prius 5,000 Laden J o8 Llela
2V slale e js gy JESU (B 4
5l oled sad (g (CBS News, 2010) L o Lacl S5
claable 3 el gl o e sla il
Sl o TS s sy Sl wig
33 G S8 A bl il Ol 5l S sdes
G 3 (Markoff, 2009) o Uj& VAAY BE) L;’L"" 6‘3‘)}.;
3,ls asls! Stuxnet (’JS Libe (g i wAd L OS]
Cobl Oligas HUS s el Sldged Sl 51 OLES
O3y Sl Wb ol badble 5 Oleabl
L el S slas Shes Olgt b asli opl 5 Shas
la ol = Jlie s o b Cladloes ol 5 ge Clablos
sl balom 5 (Ghas S = 5 g, K
(ol gbls sl Jae b s pl 4 sl
Oluabl Skl 5 ol o 5l Clabloes 5 (0L

AL 4zl e LS Oy 4 | baailel oyl

God Loy N-Y
ol rl}r_’\ .1:..5]& 6[.&41.») BE) LY &th;.:jw
ClB Lol B3 90 31 SO a Bl e
el codazm :JJ.@.: L;LAMLALA BL) .\MZL: ab‘yu' ;,.:SJS
s Bl L babl ps 5l gl & 0 L)
Sl el 2 L OT G 5 X8 0 i s
Do lais Olabl B (6, Se3lul 5 L)l

o~9, {Meedeniya, 2011 5 Banerjee, 2012) .S .


https://mail.ic4i-journal.ir/article-1-50-fa.html

[ Downloaded from mail.icdi-journal.ir on 2026-06-23 ]

gy 5 Gluperr 4§ St Juad 55 OLL 3 5
335 solal ST gla,ls

i (5 5 Sl § ! Y

@olgis Jbe Y-

LL G A e edd ke S - 6l
33 8 byl aig sbaable g 5 ~b ol Jub
23 ol s cael LG cupde B S
ol sl L Olyea st ol a3l azils s
L adal, ,5 (Knight, 2002) Willow (¢ lexs 3| Jds
Sl 2 0T 515 et eslinad Al Sl slasilale
S adg sbabile oolgly Jus s L8 5L
ol Gus oS LT 5l g e eslitad sl eSS
cbable Gy G el el Willow (5 laxe
Sheslizal OF IS sl ol 035 S5 NPT
ol edda 5 4ol O 53 J xS dal> ool sl
ARGl 035 S o (IS slaadl cnl &S
Y Dl ) JSE s el s

.J\AJQ;G QLA:VJ b LS‘)LM'“

Willow 6)“’-‘ y‘ J\;}A_? A Jg.d

e Sl j *7 Slerel SleMls!

B d}ﬁ‘ ‘Qg."l'.?' MLAL» :/&Lw 3)}5 leﬂ DL LY

........ Oliando! sl § il J 555 (S (292 sk G151
ol ea Ly syl ol )3 aS- Clspat
5oy Sales 5 0L hay SS L - s
S e b U5 e 8555 pmen 5 L
53y ablw ulud slas Shas ool T ol 5

03503 (ol 5 S ke Ol oy il

Gt wld g, N0
s s ol B Jbe SO e 4 G
Coandy G52 0 dddl)l o s el 0> S 01
MATLAB Los ;3 J 285 5 Akl (55,00 JSllas
S o el el 158 0l 2l s eld (giluand
Jlo s 258 o @l oalgin Je sl 033
SSr s dh sl s m ol
o> w1 el Sl esliad 5 (s3laesly
Solotad iy R L5 A Aal el S g
Ssdgn S edal Cewsa ml oles 4 sddolnl
5o alie gladie plo 4 o sty Jde bl
O o3 s Shi s o e i sl
el 5 Sluper 5 S eS  26 s pler

235 el ST Liass slals

et gadibe3le A1

Cns! o“rﬁjuﬁ.\;ﬁu‘)l.ﬁ)} o ol sl
(Coal 5 e e Ol ola Jsl sy &S
el G gy 5 e il (BlAal

Sl B s b Sle apgs e o
4 s SR 03 g ekl Ll s 0 A SL5 S
ol silwand 5 sledds Sl ael Gos slaasly

3 n s s ool 5 a2l (g mle (6 S


https://mail.ic4i-journal.ir/article-1-50-fa.html

[ Downloaded from mail.icdi-journal.ir on 2026-06-23 ]

WWA0 glew oF o Ld (ol Jbo o2 5 AL _s alilas

S 5g Al wlole s gslies s dble oy

ooy led Sn U SL gl K5 a4 Y ISSE s
LG S 5 S5 e r sl ek
CB S 1 ae 5 csl s 51 ae) (5, Seslul
IS el el a il sl asein (Ol
Spsm 5 1<i<k & S, Snok s ol
s goma sy Lol ISJSM oS Ry Obobl ks
i K S 4 S el
Olabsl Skl (oS 45 gomme 5 SV=(S ..., S, )

Slaws

o3ls il RV=(Rt1,...,Rtm) K s w |y
St Sd d- G Ly K Sl 355 0
5 S, (th) Lol 5 das e 0L 1y T Jgd L6 e

Sy g0l uled Rt,» (th)

o Sl Condy Wbl s Conss
o ol Gl B 5 il s s sd e R
oo 33 e Bphe 033 s S b
bl 53 et 5l (5 el & Sl
el 1y ab g e Slles (maly iow @ Jowd Ao
S Bda il e Ll 1 O 35 Gy Jio 5 S 8
Sl Sobl S Golers pl 55 p il pl 2 b
el 03 g (S5l G Sl Je s 5

23S S Y IS s ol e OS]
Gkl sl kg Bl S gled (S ol
S s el B ) ) g Sl s (J RS
Aas o QL1 (ol s

G Sl e olgniy Jde T IS

vy Y

/G Beconfigwation egll)
r G Resonfigmation. gl |||

i i

", SC.Reconfiguration msgi) |

-

-
----------

SV RV V| R,

__________ ARk

-------

B¢ Resonflgwration sgl1),
RC. Reconfiguration msgll) |

1

N o ;
K. Aeconfiguration gl

SV.| RV B -
s

Yy L i Y Y
ORP PP PICEL ffls S I RV FOV JOREL s ER g
=== !
I
I
C o . I A
d-‘i-«: -Ll-"Jj-rch ‘________________________»________l
Y
AN s s



https://mail.ic4i-journal.ir/article-1-50-fa.html

[ Downloaded from mail.icdi-journal.ir on 2026-06-23 ]

Sy s gy 5 XY

3 el sled ol adby el g

0 Sl el Gl glacdl= gl 5L 555 Olell
5l bl glagat Bl el able 5 Slae
I Se sl e L slle Glagglubt
53K s T Sl e sl L s baas
£ s 4 Ly Ll el Ko 4 5L S el
BLSUSS aw a AS jasie g Jedl o Se
izl bk 5 ol 3 Jde ol 5 gmse
SV g s S plasasss &S e ol & S e
ool s el bl 3 L, dS e S5l Rui
gAae by amlir 5 Aomin 0 355 Sl e 00
by e Sl 0 1y aisogss 0 il F o 02
Jlasl o Sl el Dose & 1y il Of &
Olaa Bly 53 il b (b od slae)l S ol S e
3 Ot ek 5 g S A pla el
55 &gas Sl el P aeiST 28 51 S p
Shl ek H55e 55 Jie ek w7 S
g3 bl s el s phaler ) s S s
L 20t a2 &l 00 s Lsde sl

3 g o5 4l el o lss Slaws 55

........ Olaodo! Calild 9 Cunl J 5™ (Sl 9 (293l 41!

5 el S8 asle il e ol IS als
3 Wl Ll s s sl plas s Olaebl Sl
s Sl g el OIS sy el
o Sl Jasl Colg 3 5 e o 3 ol
S boablis 5 Bl O Aol e 5L s
ConS p ol 4 a5 b Al 5wl spu
Coge a oy abile 0,08 5 Jes Ll d ld
oy g Jsd LB Gl o B L o
N3 o G ol 6 S 8l s paseie bl
Sl s el sl S nolie Sigladilel g
RV 5 SVi Jls 55 Doys0 4 5 4 ) 35 Olabl
Skl 5 ol paasd eSS 4 5 2l el
by s shetiS) S S e Jloy) Olsebl
LS bl s e YL iS5 s L)l
JB Bl do 3l aiaS 51 S A e Spso 53 s
a3 0L | ol fanll 1 oSo J 53

wabmw.&ark’}i«

Policy Engine:

> S, —>R, (th)

P3: if |Rv|<=
m

Pl:if S, —>S, <5, — S, (th) =Shutdown(S)) ;
P2:if S, > S, =5, =5, (th) =>Restari(S,),
—RC Reconfiguration msg(l)

3
Pd:if H|Svi| <100 = Restart the whole system ;
i=1

P5: VS, {5, |1<i<n}, gff|Svi| +|Rvi| <10 = Shutdown(S,) and alert for replacing it
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R={set of policy engine rules (R,)}
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Jor each R,eR

if (Sv,<*> (R, > p))—do(R,—q)
b
Reliabiliny  Controller :
{
Jor each change in Rv,

Jor each R, eR
if (Rv, <> (R, > p)=do (R, —q)

1
ks

Integrated Controller:

{

Jor each change in Sv, or Rv,
Jor each R, eR
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Policy Engine:
e Security Controller Policies:

P2:if C,—TR, >10Mbps && C,.,—>Fi

susp

P3: P
C,—>PR={C,—>Pr|Vk=1..2"%}

PS“ ff (jr —>F]‘-susp
P6: if SC, TR, =3 C,—>TR

S¢S,

o

our

P7: >3=C, > Alert ;

o Reliability Controller Policies:
PS8: if C,—T,, >10ms—=restart(C,);;

ping

P9: if C,—Pw>10WPH — replace (C,);

C,—>ITR,, +C, —>IR
C,—>INS
o Integrated Controller Policies:

pr12: iy L2
7 TC SRAC

P13:if C,—rFi,, =TRUE=shutdown (C,) ;
P14: if |C,— S|

PII:if

CPU

Pl:if C.—TR, >30Mbps —block (C,—TR,)) for 10seconds ;
=l=block(C,—TR,,)’
i |Cf %PR' >max number of ports=restart(C,)

P4: if C,—>RAC>1000—=alert to user for overioading C,,
=TRUE=shutdown & replace (C,),

—> Alert (potential cyber threat to C,)

P10: if C,—>INS p, =10 MFLOPS=>restart (C,);

2 > some_threshhold = restart (C,)

< some_threshhold = C, — Alert (Suspicious Behavior) ;

+||C, %Rv"isom@ifhreshho.’d = shutdown &replace (C,) ;
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