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Step One:

input .’D.'.PW,

compute ry =d; ®h (1D, | PW,)

MP, = h(r || PW;)

choose random numbers a € [1,q — 1],

ro, rg and T'i

compute the followings:

ID;"mw = h(ry || 1D;")

By =e;®MP; @3

By =aP

By=fi®ID, ®ID,™" @ h(rs | ID,")
Bi=h(ra || ID/™ | B2) @ ID;
Bs=h (ID; || 1D | ID;""* || ID; | T)
M,-{u),'.u)_,.n,.n;.n;,.m.m.'r,}

Step Five:
check:

Step Two:

compute the followings:
rs=By&h(IDspy || =] 1D;")

ID;"* = By@h (ID," || z) & h (rs | 1D;")
ID;" = By@h (rs || ID, "% || By)

check: 1D,

Bs2h (1D; || 1D || 1D || 1D;)

Check whether ID.’ is correspond to ID; in Database
choose A, T,

compute:

Cy=AP

c; =h(ID; |! x)

Dy=h(ID:" | 1Dy || ¢;Co || B2 || Ty)
Ma={1D,".1D;.B2.D1.Co. Ty }

Step Three:
check: ID;
check: ID,’,
Di2h (1D || ID; || ¢;Co || B2)
choose random 3 € [1,q — 1]
compute the followings:
c, =8P
C2 = (B2
skyession = h1 (B2 || Cy || C2)
C3=h(ID; || 1Dy || skscssion)
Ci=h(e;Co || 1D || ID;)
M3={C},C3,.Cq}

Step Four:

check: Cy2h (e;Co || ID;" || 1D;)
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Ma={€1.C3. 02,05, D4}
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compute the followings:

Bg = aCy
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check: C2h (ID;" || 1D; || skycasion)

compute:

arev =@ h (1D || PW;)

erew = Dy @ h (1D || r3) & h(rz || PW))
fre0 = Da @ ID ™ & h (1D || ra)

replace (d;, e;, fi) with (d2e epew, frev)
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(* Channels and shared keys are listed below *)
free chl: channel. (* the public channel between the user and the sensor *)
free ch2: channel. (* the public channel between the sensor and SEM *)
free schl: channel [private]. (* the secret channel between the user and SEM *)
free sch2: channel [private]. (* the secret channel between the sensor and SEM *)
free sks: bitstring [private]. (* the session key between Patient and Doctor *)
(* Constants are listed below *)
free x:bitstring [private]. (* the private key of SEM *)
free IDi:bitstring [private]. (* pi’s identity *)
free ID'i:bitstring [private]. (* pi’s alias identity *)
free IDpr_i:bitstring [private]. (* pi proxy's identity *)
free ID'pr_i:bitstring [private]. (* pi proxy's alias identity *)
free PWibitstring [private]. (* pi’s password *)
free Ti:bitstring [private]. (* TimeStamp of Patient *)
free Tg:bitstring [private]. (* TimeStamp Of SEM *)
const IDSEM:bitstring. (¥ SEM’s identity *)
const P:bitstring. (* the generator P *)
const IDj:bitstring. (* dj’s identity *)
table d(bitstring). (* database in SEM *)
(* Functions and equations are listed below: *)
fun h(bitstring):bitstring. (* hash function *)
fun h1(bitstring):bitstring. (* hash function *)
fun mul(bitstring,bitstring):bitstring. (* scalar multiplication function *)
fun xor(bitstring,bitstring):bitstring. (* X-OR function *)
fun con(bitstring,bitstring):bitstring. (* string concatenation *)
equation forall m:bitstring,n:bitstring; xor(xor(m,n),n)=m.(* X-OR computation *)
equation forall m:bitstring,n:bitstring; mul(mul(P,m),n)= mul(mul(P,n),m).(* scalar multiplication

*)
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(*Events*)
event PatientStart(bitstring).
event PatientAuth(bitstring).
event DoctorStart(bitstring).
event DoctorAuth(bitstring).
(*Queries*)
query attacker(sks).
query attacker(sks).
query id:bitstring;
inj-event(PatientAuth(id)) ==> inj-event(PatientStart(id)).
query sid:bitstring;
inj-event(DoctorAuth(sid)) ==> inj-event(DoctorStart(sid)).

S 0350 w0 s eyl 5 i Slmio sldes 3 s 0 s & 4 by e ProVerif iS5
9 gg.&ﬂ 6LAJ§ Qb)jT 3l aJJS st )L«u ProVerif (SEM) @M\ juL:» 9 &.&:ﬁ ‘)LA._U. ) o.«\MSgLSJ.Q
les g o133 2 el (il Cadgdoms 2y s 4 Lsd a8 SSE 4 b

sl 4 byyyo 45

(*% Code for the Patient: The Patient’s process:*)
let Patient=
new r0:bitstring;
let MPi=h(con(r0,PWi)) in
out(schl,(MPi,ID',I1Di,IDpr_i,ID'pr_i));
in(schl,(xei:bitstring,xfi:bitstring));

let ei = xei in

let fi = xfi in

let di = xor(h(con(IDi,PWi)),r0) in
!

(

event PatientStart(ID'i);

let r1 = xor(di,h(con(ID'i,PWi))) in

let MPi' = h(con(rl,PWi)) in

new alpha:bitstring;

new r2:bitstring;

new r3:bitstring;

new Ti' :bitstring;

let ID'inew = h(con(r2,IDi)) in

let B1= xor(xor(ei,MPi'),r3) in

let B2 = mul(P,alpha) in

let B3 = xor(xor(xor(fi,ID'i),ID'inew),h(con(r3,ID'1))) in

let B4 = xor(ID'i,h(con(con(r3,ID'inew),B2))) in

let B5 = h(con(con(con(con(IDi,ID'"),ID'inew),IDj), Ti)) in
let M1 =(1D'i,IDj,B1,B2,B3,B4,B5) in

out(chl,M1);

in (chl,(xC1:bitstring,xC3:bitstring,xD2:bitstring,xD3:bitstring,
xD4:bitstring));

if xD4 = h(con(con(con(con(con(con(IDi,ID'i),ID'inew),IDj),
xD2),xD3),r3)) then

let B6 = mul(xC1,alpha) in
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let sku' = h1(con(con(B2,xC1),B6)) in

if XxC3 = h(con(con(ID'i,1Dj),sks)) then

let dinew = xor(r2,h(con(IDi,PW1))) in

let einew = xor(xor(xD2,h(con(ID'inew,r3))), h(con(r2,PWi))) in
let finew = xor(xor(xD3,ID'inew),h(con(1D'i,r3))) in

let di' = dinew in

let ei' = einew in

let fi' = finew in
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process !Patient|!SEMReg2|!Doctor

-= Query inj-event(DoctorAuth(sid)) ==> inj-event(DoctorStart(sid))
hounif mess(sch2[],yIDj_5387)/-5000

Completing. ..

Starting query inj-event(DoctorAuth(sid)) ==> inj-event(DoctorStart(sid))

-= Query inj-event(PatientAuth(id)) ==> inj-event(PatientStart(id))
hounif mess(sch2[],yIDj_12018)/-5000

Completing. ..

Starting query inj-event(PatientAuth(id)) ==> inj-event(PatientStart(id))

-- Query not attacker(sks[])

hounif mess(sch2[],yIDj_18364)/-5000
Completing. ..

Starting query not attacker(sks[])
RESULT not attacker(sks[]) is true.
-= Query not attacker(sks[])

hounif mess(sch2[],yIDj_24508)/-5000
Completing. ..

Starting query not attacker(sks[])
RESULT not attacker(sks[]) is true.

RESULT inj-event(DoctorAuth(sid)) ==> inj-event(DoctorStart(sid)) is true.

RESULT inj-event(PatientAuth(id)) ==> inj-event(PatientStart(id)) is true.
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